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Abstract— The aim of this paper is to facilitate e-business 
transactions between Small and Medium Enterprises (SMEs), 
in a way that respects their local autonomy, within a digital 
ecosystem. For this purpose, we distinguish transactions from 
services (and service providers) by considering Virtual Private 
Transaction Networks (VPTNs) and Virtual Service Networks 
(VSNs). These two virtual levels are optimised individually and 
in respect to each other. The effect of one on the other, can 
supply us with stability, failure resistance and small-world 
characteristics on one hand and durability, consistency and 
sustainability on the other hand. The proposed network design 
has a dynamic topology that adapts itself to changes in busi-
ness models and availability of SMEs, and reflects the highly 
dynamic nature of a digital ecosystem.  
 
Index Terms—Digital Ecosystem, Virtual Private Transac-
tion Network, Virtual Service Network, Scale-free network, 
Business Transaction. 
 
 
I. INTRODUCTION 
A number of different views exist on the development of 
sustainable digital ecosystems, from that of a collaborative 
environment for business activities, to software infrastruc-
ture for open e-business transactions, to the continuous 
creation of new business model categories and instants. All 
these different facets can challenge the current infrastruc-
ture of our software world. At the same time, the telecoms 
industry is moving towards the Next Generation Networks 
(NGNs), and this comes with yet another view of services 
and applications; the so-called Next Generation Services 
(NGSs) [2]. Our approach is trying to leverage these devel-
opments in creating a business environment which supports 
dynamic contexts for distributed long-lived transactions in 
open communities of small-to-medium enterprises (SMEs), 
proposed in [3],[4]. 
Current models which provide self-management capa-
bilities at the service level [5], [6], [7], [8] and Quality of 
Service (QoS) at the virtualization levels [2] can be seen to 
satisfy the primary requirements of such a “Digital Ecosys-
tem” (DE) environment. However, there is little evidence 
that they can insulate the collaborative business activities 
for long-lived transactions from failure – one of the most 
important requirements for a DE for business – in the face 
of the highly dynamic business models of SMEs which 
cannot be expected to provide the necessary permanent 
platforms for a connected network.  
As a result, keeping the necessary information for coor-
dinating long-lived transactions [3] can be rather challeng-
ing, but also the probability of fragmentation in the network 
cannot be averted. This can have severe consequences in a 
business environment, since fragmentation in the network 
directly affects the number of failed transactions [1]. 
In this paper we propose a model that satisfies some ba-
sic requirements of a business network for SMEs in the 
context of digital ecosystems. We outline the main charac-
teristics of such a business network in Section II. The threat 
of fragmentation is discussed in Section III along with un-
satisfactory conventional approaches to avoid it.  In Section 
IV we introduce a new measurement for categorising plat-
forms. This leads to a P2P network design based on virtual 
super peers instead of a traditional super peer architecture, 
a distinction we explain in Section V. Section VI presents 
early ideas on the changing topology of the network design, 
and we conclude with ideas for future work in Section VII. 
 
II. BUSINESS NETWORK PROPERTIES 
The purpose of a business network is to enable net-
worked organisations to engage in distributed business 
transactions [4] that realise their core business activities. If 
such a network is to support B2B interactions between 
SMEs it should be fully distributed (no central point of con-
trol for transaction or network operations) and should also 
offer a consistent model for performing transactions. This 
means it should be highly resistant to fragmentation – a 
situation where the network gets divided into smaller iso-
lated networks - as this may prohibit certain collaborative 
business activities. In addition, there is always the possibil-
ity of failure at the transaction level, which should be re-
coverable and such a procedure must be supported and as-
sisted by the underlying network. The ability for choosing 
alternative paths/scenarios of execution is another important 
issue in business transactions.  
Meanwhile providing a level of virtualization for apply-
ing DE conceptual foundations is necessary. One of the im-
portant characteristics of Digital Ecosystems is dynamicity. 
By their very nature, SMEs are versatile and their business 
model needs to be refined or adapted on a regular basis. 
This can transform the business domain or the nature of a 
business over time. Furthermore, the direct regional effect 
on business activity time-tables (and availability of SMEs) 
is another property that needs to be taken into account in a 
Amir R Razavi, Sotiris K Moschoyiannis, Member, IEEE and Paul J Krause 
 
Department of Computing, School of Electronics and Physical Sciences, University of Surrey,  
Guildford, Surrey, GU2 7XH, UK,  
e-mail : (a.razavi, s.moschoyiannis, p.krause)@surrey.ac.uk  
A Scale-free Business Network for Digital Ecosystems 
  
 
 
 
digital ecosystem. These are some of the factors that make it 
necessary for the business network topology of such an en-
vironment to be able to adapt itself dynamically (dynamic 
topology). It should also be noted that loose-coupling is an-
other important characteristic of DE, as SMEs need to pre-
serve their local autonomy, which poses further challenges 
in covering the above requirements. 
For this reason the virtualization in our model is slightly 
different from that found in the general proposed models 
(such as [2], [5], [6], [7], [8]). The business activities are at 
the top level of the model; business activities in the term of 
transactions which should be distributed (if we are to pre-
serve the local autonomy of SMEs) and recoverable (self-
healing). In previous work [3], [4], we have introduced a 
transaction model with such characteristics whose design 
makes use of the inherent diversity of a digital ecosystem. 
The result of the interaction between participants of a trans-
action, which comes down to the composition of the corre-
sponding services, provides a virtual connection which is 
useful for the design of the underlying network.  This vir-
tual network, shown as the first conceptual level of virtual-
isation in Figure 1, is private between transaction partici-
pants, and hence the term Virtual Private Transaction Net-
work (VPTN).  
The second conceptual level of virtualisation is con-
cerned with links between SMEs (service providers and ac-
tual participants of business activities) which provides the 
structural materials for a business activity (transaction). 
These structural materials are ‘services’. We call such a vir-
tual network a Virtual Service Network (VSN). Figure 1, 
shows the virtualisation levels of the DE business networks.  
 
 
 
Figure 1. Virtualization in Digital Business Ecosystems 
 
 
Even though SMEs may be engaging in more than one 
transaction at a time, a VPTN is typically a fragmented (is-
land) network which connects the participants of a specific 
business activity. Therefore, nodes in VPTNs are typically 
in the same business domain (or strongly relevant business 
domains). For this reason, VPTNs potentially may improve 
the ‘cluster coefficient’ of the lower level (VSN) and in ex-
change VSNs can warranty the diversity for VPTNs (by 
providing reliable connectivity which makes alternative 
paths/scenarios feasible for a disconnected VPTN). This 
may protect business transactions against failure - using al-
ternative paths and scenarios to avoid the costly abortions 
of long-running transactions is feasible as shown in [4] and 
is referred to as forward recovery. It can be seen that one of 
the most important characteristics the VSNs should provide 
is ‘connectivity’ - ensuring that there is a network of inter-
connected nodes. 
 
III. NETWORK CONNECTIVITY AND FRAGMENTATION 
Connectivity not only is a key point for providing the di-
versity necessary in a transactional environment, but also 
can avert unpredicted failures during a fragmentation of the 
network. That is the reason behind aiming for increased 
connectivity and the main reason for the cost which most 
networks pay for avoiding fragmentation. There are several 
strategies for approaching this problem.  
A. Powerful Central Point 
One of the oldest solutions to this problem is to supply a 
centralised unit for supporting the network connections. 
This centralised design assumes a powerful central node 
that manages the whole network and keeps all information 
about all nodes. However, this solution has the classic prob-
lem of a single point of failure, if the central node goes 
down the whole network collapses, as well as high cost for 
providing and maintaining the centralised unit. This in-
creases as the number of nodes and associated network traf-
fic increases.  
B. Super Peers 
The conventional solution to the problem of fragmenta-
tion, which has been used by several P2P networks ([9], 
[10]) consists of introducing an extra layer to the network, 
the so-called super peers. Actually the super peers are de-
centralised servers, which are intended to provide reason-
able connectivity and avoid the fragmentation in the net-
work. Depending on the size of the network, the protocol 
used and the number of super peers, each super peer man-
ages a number of nodes and can check their availability etc. 
At the same time, each super peer provides a strong link to 
the other super peers and in this way the design ensures that 
there is low probability for fragmentation.  
C. Incompatibility with DE 
The primary necessity for having super peers is provid-
ing stable nodes which are online all of the time. This 
means super peers are expensive nodes with costly mainte-
nance requirements. It should also be noted that the re-
sources are used for facilitating network operation man-
agement tasks. When considering such a solution for a digi-
tal ecosystem environment involving SMEs, the question 
arises as to who is going to provide such nodes?  Apart 
from feasibility issues, most SMEs business models militate 
against this. 
Additionally, during peak time the pressure of high traf-
fic can result in a bottleneck on super peer nodes and be-
cause of the connectivity role of super peers, the whole 
VSNs and consequently VPTNs (and the corresponding 
business activities of SMEs) will come under serious risk. It 
could be argued that the problem may be countered by pro-
viding maximum facilities and additional resources on su-
per peers, but this may address the problem only temporar-
ily. Powerful super peers will still need to be online and 
 
 
 
monitor the whole network at all times, processing redun-
dant data and producing overheads waste at off-peak times 
of the network while they will be continuously under pres-
sure at peak time while the network grows (more nodes 
join). 
Moreover, and even if it were possible to find suitable 
SMEs willing to provide permanent nodes as super peers, 
these may change their business model and after some time 
may not find it useful to provide a permanent (and expen-
sive) node anymore. It is not advisable and may not even be 
possible to force small-to-medium enterprises to be con-
strained into a static business model and stable behaviour 
for the sake of stability of the DE infrastructure. 
Perhaps even more importantly, the super peers solution 
results in a static topology for the network as these nodes 
are pre-selected and their role is pre-determined in the net-
work. This is by no means satisfactory in a highly dynamic 
environment of a digital ecosystem where the idea is that 
the network topology changes continuously to adapt to its 
very usage and demands of the participating entities. The 
evolving nature of the DE is intended to reflect the conges-
tion of network packages and nodes that change from time 
to time. 
It transpires that dealing with change and adapting to 
ever changing requirements is unavoidable in the context of 
a digital business ecosystem. This leads to thinking about a 
design solution that provides a dynamic topology that con-
tinuously evolves to echo changes in the participating enti-
ties or nodes. Our approach to the business network design 
is based on clusters of nodes for providing permanent clus-
ters, rather than permanent nodes as is the case with super 
peers, and is described in the following sections.  
 
IV. A MEASURMENT FOR PLATFORM STABILITY 
Since we are dealing with connectivity as a means of 
avoiding fragmentation of the network, we need a meas-
urement for node stability. It would be unreasonable (and 
not feasible) to expect nodes to be online all the time and 
thus stability is determined on the basis of declared avail-
ability. 
For finding a more precise and computable measurement 
for node stability, first we introduce an important property 
for each node, called Expected Availability Time (EAT). 
The Expected Availability Time is the time when the node 
is expected to be available and online in the network (Fig-
ure 2 shows an example of EAT for a node in the network). 
The node stability is then calculated as the actual availabil-
ity of the node against this expected time. These are typi-
cally different, since during its EAT the node may be dis-
connected. These disconnections will reduce stability (reli-
ability) of the corresponding node in the final selection. 
This notion of stability can be simply calculated as below: 
 
EAT
onPeriodsDisconnetiEATityNodeStabil −=  
 
It can be seen that 1≤ityNodeStabil  and the closer 
NodeStability gets to 1 for a node, the more stable the node 
is (which can be understood as more reliable or predict-
able). For calculating the stability function of a node, in the 
first instance we use its participants in a transaction (other 
nodes in the same VPTN) to check its availability behaviour 
(in fact, this can be calculated by the neighbouring nodes in 
the VSNs too). At the moment, we have considered EAT as 
a part of SMEs business model which is given by each SME 
on joining the network. Hence, this is fixed or can only 
change on the account of the SME providing it. It should be 
noted that other approaches can be considered for calculat-
ing the EAT - for example, it is possible to use an algorithm 
based on the network neighbourhoods for calculating EAT 
which would allow it to vary over time. 
 
 
 
 
Figure 2. Expected Availability Time 
 
 
V. PERMANENT CLUSTERS & VIRTUAL SUPPER PEERS 
As mentioned before, in contrast with conventional super 
peers, we try in our network design to move towards a more 
dynamic architecture which does not rely on just a few per-
manent nodes. Central to our approach is finding permanent 
clusters on the network. More specifically, we are identify-
ing aggregations of stable nodes, where node stability is de-
termined as in the previous section. For doing so, the most 
stable nodes from different time zones must be chosen, in a 
way that they cover 24 hours.  In fact, we are trying to find 
permanent clusters through the most stable nodes. 
 The important part in determining permanent clusters is 
discovering different aggregations of these time zones 
which can cover 24 hour availability. Any union of the sta-
ble nodes in the aggregations (which provides 24 hour 
availability coverage) are actual permanent clusters. Figure 
3, shows the simple situation in which the most stable nodes 
have been selected from two sets of time zones which can 
cover 24 hour service availability to form permanent clus-
ters. 
 
 
 
 
 
 
 
 
 
 
 
Figure 3. Permanent Clusters and Virtual Super Peers on digital ecosystem 
 
A. Virtual Super Peers  
By using stable nodes from permanent clusters, as is 
shown in Figure 3, we can create Virtual Super Peers 
(VSPs) which are effectively permanent clusters of nodes in 
the network. These can provide the desired stability for the 
network. The strong connection between the virtual super 
peers themselves on one hand and the connection between 
them and their nodes decrease the probability for fragmen-
tation. Depending on the level of reliability required for the 
network, it is possible to include further redundant stable 
platforms from each available time zone. For example, in 
Figure 3 we have included two stable nodes from one time-
zone and three stable nodes from the other one (the green 
and creamy signs show different time zones).  
In this manner, the good connectivity can cause more re-
liable transactions at the VPTNs level. Meanwhile the traf-
fic is spread over the virtual super peers and there is less 
risk of bottleneck at peak time. Nodes within a virtual super 
peer need to keep information only about nodes in their 
cluster and about neighbouring VSPs so at off-peak time the 
amount of redundant information processing is reduced 
dramatically as compared to the classical super peers solu-
tion. 
Since choosing stable nodes is a dynamic process (it is 
done based on the stability function, EAT to Disconnection 
period of a node during EAT, whose value varies over time) 
the virtual super peers are also formed dynamically. This 
means the topology can change from time to time and new 
nodes can be added to the permanent clusters as the struc-
ture of virtual super peers changes. A node can become part 
of a virtual super peer, when its node stability increases and 
overcomes some threshold, and nodes that are super peers 
may not be able to cope with the increased number of con-
nections they get, and possibly increased number of transac-
tions they perform and lose their virtual peer status. Within 
a digital ecosystem for business, SMEs would be expected 
to invest at that time (in hardware, processing power, band-
width etc.) and become again part of a virtual super peer in 
future. It is in this sense that the topology evolves to reflect 
the usage and demands of the participants who benefit from 
and contribute to the ‘sustainability’ of the network. 
Additionally, network congestion can change the maxi-
mum level of node stability (Section IV) which in turn af-
fects the selection of the most stable nodes in forming the 
permanent clusters. High congestion of packages can in-
crease or decrease network reliability (higher traffic on few 
virtual super peers can potentially create a bottleneck and 
even cause fragmentation). In a digital business ecosystem, 
the best part of the traffic is the result of business activities 
which are effectively long-lived transactions. These have 
been virtualised in VPTNs and therefore, using the effect of 
VPTNs for making VSPs and their client nodes, can in-
crease stability of each virtual super peer.  
Furthermore, we expect a reasonable cluster coefficient 
on the account of having VPTN as the main building block 
which we have seen is formed from a transaction. This 
means its nodes are in relevant domains – by connecting 
them to several VSPs we actually increase the probability 
for that.  We also expect a fair distribution degree on the 
account of propagating links to VSPs. This means that in-
stead of being concerned with individual links for each 
node, aggregate links of VSPs come into play.  
Finally, reusing business activity results (or service-on-
fly as result of composite services [11]) and explorative ser-
vice composition [12] are other factors which can be con-
sidered for higher performance within a digital business 
ecosystem and can provide potential for creating so-called 
virtual vendors. 
 
B. A dynamic algorithm for choosing nodes for VSPs 
In the first step, the most stable node in each VPTN (par-
ticipants of a transaction) should be selected for keeping 
vital information about the transaction and its participants. 
In this sense, the network provide a level of durability with-
out any extra cost from participants and it covers omitted 
results, a problem relating to preserving as much progress-
to-date as possible in the event of aborting a transaction. An 
extended lock mechanism for recovery management in 
long-lived business transactions has been described in [13] 
which contains further details on omitted results as well as 
other aspects of compensation in long-running transactions.  
The best candidates for connecting VPTNs together are 
the most stable nodes in each VPTN. Figure 4 shows the 
internal structure of each VPTN and the connection be-
tween VPTNs. The internal structure of VPTN contains a 
lot of information from the transaction level such as log 
structures,  lock schemes for ensuring consistency in recov-
ery mentioned above, local coordinator design, formal 
analysis of the required interactions and compensations, 
along with alternative scenarios for forward recovery. 
 
 
 
 
 
 
Figure 4. Optimisation from VPTNs to VSN 
 
The direct effect of connecting VPTNs together is rising 
the cluster coefficient of the network. Conversely, connect-
ing the most stable nodes of VPTNs together provides the 
opportunity of choosing the best candidate locally between 
these stable nodes for the permanent cluster. Choosing 
nodes of the permanent cluster in this way, results in a vir-
tual super peer that provides fair traffic distribution at the 
VSN level (each virtual super peer will take care of its local 
VPTNs). The main concept behind forming permanent clus-
ters stays the same, i.e., selecting the most stable nodes 
from different time zones which can cover 24 hours online 
time. 
VI. THE DIGITAL BUSINESS ECOSYSTEM NETWORK IN 
PRACTICE  
As the most stable node in each VPTN is the best candi-
date for keeping the transaction information, the corre-
sponding business activities will have increased levels of 
reliability. The fact VPTNs are used initially in the design 
of the business network, and are connected through their 
most stable nodes which are determined dynamically, al-
lows in most cases the candidate platform to avoid the full 
rollback or compensation of the transaction when some par-
ticipants of the long-lived transaction get disconnected 
within its duration. This can be considered directly in the 
design of the recovery mechanism for such a transaction 
model, as done for example in [13] for the distributed trans-
action model described in [3].  Another expectation of the 
network design we have proposed is that the dynamic to-
pology resulting from the selection of virtual super peers, 
which relies on the stability measurement of each individual 
platform in each VPTN, reduces the probability of fragmen-
tation. Certain evolutionary models studied in biology ex-
hibit some characteristics of this network design. Mean-
while some practical simulations can compare the theoreti-
cal behaviour and practical status of the network in different 
situations. These aspects are discussed in further detail next. 
A. The Network Characteristics 
We have seen that we are dealing with a highly dynamic 
environment where there is no central point of control and a 
high probability for failure (in a transaction or the network 
itself). In the design of a business network for this envi-
ronment we have considered a dynamic, ever changing to-
pology. It would however be desirable to be able to some-
how guide the way this topology evolves.  
Considering the requirements of  DE for business, we 
propose to draw upon the evolutionary growth of metabolic 
(signal transduction) networks, as studied in the work of 
Rzhetsky and Gomez (e.g. [14], [15]) in designing the birth 
and growth model for an autopoietic P2P network to sup-
port long-running business transactions in the  OPAALS 
project (see [1], pp. 77-94). It turns out that the evolution-
ary growth in molecular networks exhibits scale-free char-
acteristics while it also has some interesting properties with 
respect to network connectivity. More specifically, the fre-
quency of vertices connected to exactly k other vertices in 
metabolic (signal transduction) networks follows a power-
law distribution. The distribution function degree is equiva-
lent to: ( ) γ-c.k=Ρ k  
where c is a normalising constant and γ  diverges across 
networks (but usually has a value between 1-3; in our simu-
lation was 2.34) and the network follows the classical Bara-
basi-Albert model [16]. This growth model says that the to-
tal number of network vertices is more than three times the 
number of nodes, which shows the connectivity (even with-
out using VSPs) to be quite good. But there were specific 
weaknesses which do not seem to be solved without intro-
ducing the VSPs conceptual model. 
B. The weaknesses of the first model 
The basic network as a scale-free network follows the 
power law distribution, which means most nodes will have 
a few links and a few nodes will have a large number of 
links (see Figure 5). This may result in a high dependency 
on a few number of nodes which have a large number of 
links. Such nodes actually play the role of hubs in a typical 
scale-free network. Thus, the network would already be 
vulnerable since any smart attack on hubs (or even a series 
of accidental failures), may cause fragmentation on the 
network (creating islands in the network), As a conse-
quence, any running business transactions will be discon-
tinued and a fragmented network can be extremely costly to 
repair (de-fragmentation) as discussed before. 
 
Figure 5. Power Law Distribution 
 
Another problem has to do with the inconsistency of 
such a model with the dynamicity of a digital ecosystem 
and the versatility of SMEs business models. Hoping to 
have stable and permanent hubs to warranty the stability of 
a few individual nodes is in contrast with the very nature of 
an ecosystem. Also, SMEs may not provide stable and per-
manent nodes for hubs at all. Therefore, there is possibility 
for fragmentation even without any external attack or physi-
 
 
 
cal failures. As a result of this, the network may suffer regu-
lar transition periods between exhibiting the characteristics 
of a scale-free network and those of a fully random network 
(with potential islands). 
C. Virtual Super peers’ effects 
Our experimentations and results show the proposed 
model to use the advantages of a conventional scale-free 
network, but at the same time has built-in capability for 
coping with events which typical scale-free networks are 
vulnerable against. This is depicted in Figure 6.  
 
 
Figure 6 Digital Business Ecosystem network in comparison with a 
conventional network 
 
The major effect of our proposed model is that the actual 
hubs are virtual super peers. As mentioned in Section V, 
VSPs are aggregations of several nodes that create a perma-
nent cluster.  The dynamic nature of VSPs makes them 
adaptable to changes in business models or more generally 
the versatile nature of SMEs. In addition, the fact ‘platform 
stability’ varies over time allows for the formation in virtual 
super peers to also change (if the corresponding platform 
stability changes). 
VII. CONCULUSIONS AND FUTURE WORK 
We have described a P2P design based on the notion of 
virtual super peers that equips the network with ability for 
resisting against different types of failure. In contrast with a 
conventional scale-free network, attacking a few high de-
gree nodes may not destabilise the whole network. This is 
because in the first step each virtual super peer is made up 
from several different platforms, from different domains 
even. At the same time, the dynamic nature of ‘permanent 
clusters’ allows for each participant in VSPs to be easily 
substituted by another stable platform (recall the discussion 
in Section V). 
In addition, platform failures or traffic bottlenecks may 
not fragment the network or lead it to a transition state be-
tween the random graph and its original topology. Actually, 
even if a node of a permanent cluster fails or experiences 
high traffic, this will only cause a substitution of the node 
with another stable node in the closest level. Our actual 
simulations show the network to follow a fractal model 
around virtual super peers which can vary depending on the 
size of the permanent clusters.  
The resulting characteristics of this network foster an 
environment that potentially enhances the ability of SMEs 
to compete by means of virtual vendors. Through smart 
composition of services and reuse of profitable (and suc-
cessful) transaction results can lead to the creation of virtual 
retailers in place of large enterprise vendors that wish to 
dominate the infrastructure and rip any potential benefits. 
Furthermore, the stable network in a collaborative environ-
ment can be used in the continuous creation and sharing of 
knowledge in the form of business models. 
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